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MySQL baszosum

Tema ypoky

[ IArOTOBKA 3amnuTIB
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MySQL baszosun

[1naH ypoky

1. Pobumo Hawi 3anuTtn 6e3nevHnmu. 3axmwaemoca Big SQL injections

[NpakTnkyemo Prepare STMT, Execute

Pobumo BnbipKy BCix Ntogen, AKi MaroTb binblue 3 AiTen Ta XMBYTb Y MiCTax

> W

BukopucrtoByemo @ ana tabavub Ta query
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ba3oBi meToam

80% BcCix 3anuTIB NpUNagaE Ha
INSERT, SELECT ta UPDATE

Henepea6bauyBaHi 3anutm
Kpawe 3aXMCcTuTn 3MIHHI | He
AABaTW LWAHC Xakepam

MySQL baszosun
SQL 3anmtm a0 b/
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MySQL baszosun

[ TpakTMUHe 3aCTOCYBaHHA

[osiaka npo Prepared: https://www.tutorialspoint.com/mysgl/mysqgl_prepare_statement.htm

3acTocyBaHHA PyHKLiIN

[liaroTOBAEHI 3aNUTWM NOBHICTHO NOBTOPHOHOTb 3BMYAMNHI

[onoBHa nepesara - Le 6be3neka Ta NpuB’'a3ka 3miHHUX o SQL queries

* PREPARE stmt — cTtBOpeHHs Bupasy
« EXECUTE stmt — BMKOHaHHA 3anuty
* DEALLOCATE PREPARE stmt — BuganeHHa 3anuTy 3 nam'aTi cepsepa
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MySQL bazosun

OCHOBHI KOMaHAWM Ta QYHKLUT

3MIHHI
nepeaaroTbCs -~ ™
JLIREELAIS PREPARE people_child FROM 'SELECT * FROM “people_tbl' WHERE
\_ - has_child > ?*;

SET @child = 3;
EXECUTE people_child USING @child;

3MIHHI

nepeAaroTbcs Nno
MacLii
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MySQL baszosun

C N
3MIiHHI

nepeaaroTbCa B

CTpiyLi Yepes ?

- J
4 N
Crpiuka
CKNAJaETbCs Yepes
CONCAT
- /

[ 1iACTaHOBKA 3MIHHWX

a I
PREPARE people_child FROM 'SELECT * FROM "people_tbl" WHERE
has_child > ?
SET @child = 3;
EXECUTE people_child USING @child;
N\ )
C N
SET @statement_join = CONCAT('SELECT ', @table_from, ".OrderID’, ', ,
@table_on, '.PersonID FROM ',
L J
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MySQL baszosun

3anmT INNER JOIN ana 2 tabanupb

He BMKOPUCTOBYEMO 3MiHHI Ta 3aMWUT HE MOXXHO BMKOPUCTAT NOBTOPHO

SELECT Orders.OrderID, Persons.PersonID
FROM Orders
INNER JOIN Persons ON Persons.PersonID = Orders.PersonID;
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MySQL baszosun

BukopwcTaHHs spread operator

Mo>keMo He 0bMeXyBaTUCA KINIbKICTHO e/IEMEHTIB.

[MoumnHaroui 3 PHP 7.4 maemo spread operator ana goaaBaHHs Big 11 40 6€CKIHEYHOCTI AaHWX.

$values = [1, 2, 3, 4];

$stmt = $mysqli->prepare("INSERT INTO test(id) VALUES (?), (2), (?), (2)");

$stmt->bind param('iiii', ...$values);
$stmt->execute();
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MySQL baszosun

[leaki ocobamBOCTI POOOTK 3 stmt

He 3abyBaemo, wo PHP 6ydbepunsye 3anut Ha cepBepi i BAKOPUCTOBYE BCi MOTY>XHOCTI.

RAM mae cBoi nimitu.
Tomy 06'exT 3anuTy byae BUAaNEHMA MYyCOPLLMKOM, KOan Byae obxig BCiX 3MIHHMX abo

TINbKM MiCNA 3aBepLUeHHA poboTn ckpunTa.
Opyke, nicns BUKOHAHHSA NiAroTOBAEHOrO 3anmTa 3akpuBanTe Noro.

if (preg match_all('/%(\w)/sim’, $sql, $types)) {
$sql = preg replace('/%(\w)/sim"', '?', $sql);
if ($stmt = $db->prepare($sql)) {
$stmt->bind_param(implode('', $types[1]), ...$params);
$stmt->execute();
$query = $stmt->get result();
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MySQL baszosun

B/ MOXEeTe NPKB'A3aTh 3annT A0 3MIHHMX

/* prepare statement */
$stmt = $mysqli->prepare("SELECT Code, Name FROM Country ORDER BY Name LIMIT 5");

$stmt->execute();

/* bind variables to prepared statement =/

/* fetch values =/
while ($stmt->fetch()) {
printf("%s %s\n", $coll, $col2);
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MySQL baszosun

bydbepwzauia gaHmX

O6'exT 3anNuMTiB 3@ 3aMOBYYBaHHAM NOBEPTatOTb HeBydepr30BaHi pe3ynbTyroui Habopw.
LLi TabanLi HISKMM YMHOM He NePeHOCATLCA Ha KIEHTa.

Mo>kHa TakoX bydepursyBaTn AaHi pe3yabTyrounx Tabanub NigroToBAEHOrO 3anuTy 3a
ponomoroto dyHkuii mysqli_stmt::store_result().

MO>KHa LMKAOM NPOUTUCH 3a pe3yabTaTtoM bydepu3auii uepes get_result

Tako>x MOxxHa bydepusyBaTn Habip 419 NOAANBLIOIO BUKOPUCTAHHSA

$query = "SELECT Name, CountryCode FROM City ORDER BY Name LIMIT 20";
$stmt = $mysqli->prepare($query);
$stmt->execute();

/* coXpaHeHWe pe3ynbTaTa BO BHYTPeHHeM 6ydepe */

$stmt->store result();

Josigka npo Store: https://www.php.net/manual/en/mysqli-stmt.store-result.php
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MySQL baszosun

PI3HMLA MiX 3BMYaMHMM Ta stmt

Comparison of prepared and non-prepared statements

Prepared Statement Non-prepared statement
Client-server round trips, SELECT, 2 1
single execution
Statement string transferred from 1 1
client to server
Client-server round trips, SELECT, 1+n n

repeated (n) execution

Statement string transferred from
client to server

Input parameter binding API
Output variable binding API
Supports use of mysqli_result API

Buffered result sets

Unbuffered result sets

1template, n times bound parameter, if any

Yes
Yes

Yes, use mysqli_stmt::get_result()

Yes, use mysqli_stmt::get_result() or binding with

mysqli_stmt::store_result()

Yes, use output binding API

n times and parsed every time

No, manual input escaping
No
Yes

Yes, default of mysqlizquery()

Yes, use mysqlizreal_query() with
mysqli:use_result()

https://www.php.net/manual/en/mysqli.quickstart.prepared -statements.php
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https://www.php.net/manual/en/mysqli.quickstart.prepared-statements.php

MySQL baszosun

BNCHOBKM
<> I[HKOM MOXXHO 0DINTUCS HeniarotoBaeHi 3annTtin
3BUYAVHUM C Kpawe?
Kosav BM He aicTaeTe secure AaHi i TeopeTnyHO BiH NPOXOAMUTL LIBKLLE
He Tpeba NepeBipATM Ha TUM yepes Te, WO He NOTPIBHO 36mpaTtu
3MiHHI Ta 6ydepunsyBaTn 3anuT
‘ Ane Kpalle He puU3MKyBaTH ‘ Ansa PHP APl pobumo stmt
AKLLO B 3MiHHY Nonage Woch iHLLe, TyT BXe He 0 XapTiB, TOMy oApasy
SQL iH'ekuia HeMoXJ1MBa pobumo Prepared stmt
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[ lepeBipKka 3HaHb

TestProvider.com

TestProvider — ue online-cepBic nepeBipkn 3HaHb 3

. IHQOpPMaLINHMX TEXHONONIN. 3a MOro AOMOMOrOH0
TeStPrOVI er BV MOXETE OLIHUTK CBI PIBEHb Ta BUABUTK CabKi
Micud. BiH 6yae KOPUCHUM AK Y NpoLLeCi BUBUYEHHS

TEXHOJIOTII, TaK | AnA 3arasbHOI OUIHKM 3HaHb |T-

cneuianicra.
[lepeBipTe, K BM 3aCBOINN AaHNM YcniwHe npoxoaXXeHHA GiHaIbHOro TeCTyBaHHSA
maTepian Ha TestProvider.com A03BOAUNTb BaM OTpMMaTK BIAMOBIAHWM
Ceptudikar.
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MySQL baszosun

dakyro 3a yeary! /1o HOBOT 3ycTpiuvl!

Xamxmnmcbkmin AH
middle PHP developer
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